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INnfroduction



LPC 1343 Vulnerabllities

« Critical vulnerability in the LPC1343 write to RAM command,
which lead to breaking CRP1

« Partial overwrite attack

« Some parts of the bootloader memory is not protected in
CRP1



Write fo RAM Command Vulnerabllity

Ox1fff0ed48 add sp, #0x14
Stack Ox1fff0ed4a pop {r4, r5, r6,

r7, peC
0x1000 pcl

1£54| FB 0C FF 1F
FF FF FF FF C)

i

Ox1fffOcfa str r0, [sp,#0x20 +

FF FF FF FF var 1C]
FC 02 00 00 —v
BB 10 FF 1F 0x1£££0d48 pop {rl, r2, r3, r4,
BB 10 FF 1F r5, r6, r7, pc}
BB 10 FF 1F
BB 10 FF 1F )
7F 11 FF 1F L
00 00 00 0O Ox1f£ffll7e pop {r4, pc}
81 OE FF 1F
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previous L> 0x1£f£f0e80 pop {r3, r4, r5, ré6,
stack r7, pc}
content =

0x1£f£f£f1060 b cmd handler

Source: https://tches.iacr.org/index.php/TCHES/article/view/8727/8327



Partial Overwrite Vulnerabllity

« The attacker copies his dumper to one of the sectors

« When resetting the device, the dumper will get called and
start dumping all other sectors

« A second Idenfical device will be used to overwrite a different
sector, in order to get the data of the previously overwritten

sector



Bootloader Memory Protection

r 0x10000000
Write-protected 768 byte bootloader Cvggt?'Pfo':eCtle_d irll
(datasheet) working memory (actual impl.)
.................................................................. R
- 0x10000300
Ox10001EEO
T 256 byte stack
Ox10001FDF
32 byte buffer
Ox10001FFF

Source: https://tches.iacr.org/index.php/TCHES/article/view/8727/8327
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